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Private Cloud Computing

A Cloud Computing
laaS
Public Cloud Computing
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Private PaaS

Cloud Security &
Risk Standards

Peak of

Technology Inflated Trough of Slope of Plateau of
Triigger Expectations Dizilluzivimme=nl Enliglilbe=smmnrenl Prualu Livily
time -

Plateau will be reached:

O less than 2years @ 2to Syears @ 5to 10 years 4 more than 10 years

Gartner Hype Cycle for Cloud Computing, 2011
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WHAT DRIVES CLOUD COMPUTING

% o¢ (OF RESPOMDENTS, MULTIPLE ummmm:nl

"-m

60%

Reduce IT operatung costs

Ability to obfain new resources qnicl:ly[ 59%

Simplify IT infrastructure and management NG
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Ability to scale up and down quickly 51%

lnmrmr service availability and uptime

Energy efficiency, lower carbon footprint

Reduce IT staff

32%

Cloud Computing in the Federal Government Survey,

1105 Government Information Group, 2010
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Got Cloud?

OASIS SNIA Open Cloud Consortium
Pay as you use Provision Management Utility Cloud
On Demand IS P/AS P Community Cloud CIOUd Security

Map-Reduce
P QoS

Web Service 12aS
Saa S Elasticity
Cloudbase oG
_ Data Storage Cloud
Public Cloud PggS Private Cloud
: Workflow ad : iyt
BigTable | Virtualization
Resource Pooling Hybrid Cloud

Content Cloud Dynamo  ACID vs. BASE

CSB DMTF CSA OMG



Access P Service Self-Service
Resource Pooling

Essential Characteristics

Software as a Platform as a Infrastructure as a
Service (SaaS) Service (PaaS) Service (laaS)

Service Models

Deployment Models

Cloud Computing: A model for enabling convenient, on-demand network
accessto a shared pool of configurable computing resources(e.g., hetworks,
servers, storage, applications, and services)that can be rapidly provisioned
and released with minimal management effort or service provider interaction.
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Cloud Provider

| Service Orchestration

Service
Intermediation

NIST — Cloud Computing Conceptual Reference Model
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DoD Enterprise Cloud

/« . Access at Point of Need *

(Mobile, Work, Deployed, Home)

Secure Common C2 & _
Communications Global Secure Real Time SA DoD Services & Apps
Between Nodes Access & Data ﬂ :
| : e i
Commercial

Deployable Services
Edge Nodes



DoD Cloud Computing Strategy

Govern the DoD Enterprise Cloud

Optimize Data Center
Consolidation
- N0 w e
Establish the DoD Enterprise
Cloud Platform

Platform as a Service

=T ="

Infrastructure as a Service

Current State Deliver Cloud Services

DoD Enterprise
Cloud



Core Data Centers

Data Center E Data Center
to Stay Open to Close

e Data Centers will be closed, by repositioning and virtualizing servers, while
simultaneously establishing Franchised Resilient CORE Data Centers with

Robust Inter-connectivity and Global Accessibility
e Core Data Centers will be Exemplar Data Center Standard Compliant

supporting Enterprise Services & Core Cloud Platform
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Department of Defense

Information Enterprise Architecture

Core Data Center Reference
Architecture (CDC RA)

Version 1.0
May XX, 2012

Prepared by:
Office of the DoD Chief Information Officer

Core Data Center
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Department of Defense

Information Enterprise Architecture

Core Data Center

Core Data Center Reference
Architecture (CDC RA)

Version 1.0
May XX, 2012

Prepared by:
Office of the DoD Chief Information Officer

Core Cloud
Platform
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Army Data Centep

DON Data Center,

AF Data Center

DISA Data Center

Containerized
Data Center

' Core Cloud
Platform

uster




DoD Enterprise Cloud
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a Mobile, Work, Deployed, Home
Software as a Service

Platform as a Service

Infrastructure as a Service
Modular Data Centers Enterprise Data Centers Deployable Edge Nodes
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DoD Enterprise Cloud Broker

Service
Consumers
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DoD Cloud Broker

» Aggregate and enhance delivery
from multiple providers
 Streamlined contracting (for
commercially provided services)
* Service intermediation
— Identity & access control
— Performance monitoring
— Metering & billing
— Dash board & alerting
Integrated help desk & CRM
Integrated cyber defense
— Continuous monitoring
— CNDSP/TIC coordination
— USCYBERCOM interface
Agile development & test env

Policy, guidance, best practices

Service
Provider

Service

Service
Provider

Service
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Cloud Computing Implementation Plan

2012 2013 2014 2015 2016
Phase 2
Software & Phase 3
Phase 1 Server Enterprise
Initial State Facilities Consolidation Cloud
Pre-consolidation Reduction & Virtualization Migration
— — — —
= = = =
Audits Application Services

Facility Assessment
(Phases 1-3)
Location Mapping and
Latency Plan, Internet
Access Tiers, Network
Fiber, Cabling, Power,
Cooling, Water, Natural
Sustainability and
Survivability (local access
to natural water, power and
cooling)

Datacenter Selection
Power Capacity Planning
Cooling Capacity Planning
Rack and Floor Plan Design
Staging Area Design
Lab Area Design
Co-Location Security and
Management Design

Facility Shutdown
HVAC Disposal
Environmenial Review
Grounds Leasing

Client Software Licenses
Server Software Licenses
Information Subscriptions
Related Systems & Dependencies
Maintenance Contracts
Process, Storage, Archives

License Reduction & Consolidation
Server Migration (Physical to
Virtual , Virtual to Virtual}
Storage Consolidation

Master Service Catalog
Registration & Profiling
Storage Provisioning
Compute Resource Provisioning
Enclave Network Provisioning
Legacy Service Integration
Virtual to Virtual Sarver Migration
Identity & Access Integration
Master Data (Organizations,
Locations, Classification}
Defense Internet Transport

Service Ellmination, Replacement
Consolldation and Re-write
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